NndopmanroHHasi NaMsTKA A/Isl HeCOBEPILICHHOJIETHHX M0 BOMPOCcam
KHOepOe30NnacHOCTH

B ceTH «MHTepHem

KomnbloTepHbie BHPYCHI

KoMnproTepHBIH BUPYC - 3TO Pa3’HOBH/HOCTh KOMIIBIOTEPHBIX MPOrpamM,
OT/MYNUTENLHON 0COGEHHOCTBIO KOTOPOH SIBIISIETCs CIIOCOOHOCTh K Pa3MHOMKEHHIO
(korMpoBaHui0). B JomnosHeHuWe K 3TOMY, BHUPYCbl MOTYT TMOBPCIWTH HIH
[MOJHOCTHIO YHHYTOXKUTH BCe (paiiyibl U JaHHbIE, MOJKOHTPOJIBHBIE [10J1B30BATEIO,
OT UMeHU KOTOoporo Gbijia 3amylleHa 3apaxk€HHas nporpaMma, a TakKe MoBpenTh
WM JaXe YHUUTOXWTh OTepalliOHHYIO CHCTeMY CO BceMH (aillaMi B LEJIOM. B
60/IBLIMHCTEE C1y4aeB pacrpoCTPaHAIOTC BUPYChl Uepe3 HHTEPHET.

MeToabl 3alIMTHI OT BPEAOHOCHBIX MPOrpamm:

1. Hcnonp3yil coBpeMeHHBIE ONepaluOHHbIE CHCTEMBl, HMEIOIINE
cepb&3Hbli YPOBEHb 3alLUThl OT BPEAOHOCHBIX MPOTPaMM;

2. [locrosHHO ycTaHaBiIWBaid naruu (LM(pOBbIE 3arIaTKH,
KOTOpble ~ABTOMATHYECKH yCTaHABIMBAIOTCA C  LENbiO  A0paboTKH
mporpaMMbl) U JApyrHe OOHOBIECHHMS CBOEHl OMNepallOHHOW CHCTEMbI.
CxauuBaii ux TOJAbKO ¢ oduuuansHoro caiita paspaboruuka OC. Ecaw
CYILIECTBYET PEXHUM aBTOMATHYECKOTO OOHOBJIEHHUS, BKITFOUH €ro;

3. PaboTaii Ha cBOEM KOMIIbIOTEpE 110/l NIpaBaMu MoJIb30BaTeNs, a
He agMMHMCTpaTopa. OTO HE MO03BOJNMT OOJBLIMHCTBY BPEAOHOCHBIX
nporpamMM WHCTAJTUPOBATHCS HA TBOEM [EPCOHATILHOM KOMITBIOTEPE;

4. Mcnosnb3yid  aHTHBMPYCHblE  [pOrpamMMHbIE MPOAYKTBI
M3BECTHBIX POM3BOIMTENEH, C aBTOMATHUECKUM OOHOBIIEHMEM 6as3;

5.  Orpanuub (usuyeckuit  JAOCTYN K  KOMNbLIOTEPY  JUIs
MOCTOPOHHMUX JIMLL;

6. Ucrnonb3y# BHELIHAE HOCHTeNH HH(OpMALMH, TaKue Kak
¢newmka, auck wma daitn w3 MHTepHera, TOJILKO M3 MPOBCPEHHBIX
MCTOYHHKOB;

T He oTkpbiBaii KOMIBIOTEpHBbIE —(paiiibl, TOJyUEeHHbIE 13
HeHanEXKHBIX wucTouHMKOB. Jlake Te (ailyibl, KOTOpble MNpHUcian TBOW

3HaKOMBiii. JIydIlle YTOUHH y HEro, OTIIPABJIs JIH OH Tebe uX.




Cern WI-FI

C nomompio WI-Fi MoxHO mnony4uTh OecruiaTHbli MHTEPHET-0CTYI B
0GLIECTBEHHBIX MecTax: Kade, OTesaX, TOProBeIX LEHTpax U adporoprax. Tax xe
gBIISeTes OTIHYHON BO3MOKHOCTHIO Bhixona B MHTepuer. Ho MHOrme 3KCrepThl
cunTaroT, uto obmenoctynHbie WiFi cetn He ABAAIOTCS OE30TNACHBIMA.

CogeTsl 110 GezonacHoeTH paboTbi B o6meaoctynubix cetax Wi-fi

1. He nmnepepaBali  CBOIO  JIMYHYIO uHbOpMaLMIO  4yepes
obwenocrynusie Wi-Fi ceru. Pabortas B HMX, XeaaTelbHO HE BBOAMTE
napoJid A0CTYNa, JIOTHHbBI U KAKHe-TO HOMEPA;

2. Mcnonw3yit W OOHOBIAH aHTHBHPYCHBIE MpOrpaMMbl M
6panmaysp. Tem cambiM Thi 06€30MacHLIb ceOst OT 3aKaYKK BUPYCa Ha TBOE
YyCTPOHCTBO,

A [lpu wucroms3oanuu Wi-Fi  oTkmouu  (yHKuHIO «O0wwmi
goctyn K ¢aiiniaM M mpuHTepam». /[laHHas ¢GyHKLMs  3aKpeiTa 110
YMOJIUAHHIO, OIHAKO HEKOTOpble [0j1b30BaTe/M aKTHBHPYIOT eé s
y1oGCTBa MCTIONB30BaHHs B paboTe uiy yuede;

4. He wucnoap3yii nyOmuunsii WI-FI ans nepeaaqn JIHYHBIX
NaHHBIX, HAPUMep, [UIs BBIXOJA B COlLMAlIbHbIE CETH MJIH B JIEKTPOHHYIO
noury;

5 Mcnonb3y# TONBKO 3allKMILEHHOEe COCIMHEHHE Yepes3 HTTPS, a
e HTTP, T.e. npu HaGope BeG-anpeca BBOAM HMEHHO «https://»;

6. B moGunsHoM TenedoHe oTkiaroun QyHkumto «IToxkmodeHue K
Wi-Fi aBromaruyecku». He momyckail aBTOMAaTH4eCKOro TOJIKIHOYEHHA

ycrpoiicTa K cetsiM Wi-Fi 6e3 TBoero cornacusi.

CouunajbHble CeTH

CoumanbHas CeTh - 3TO CaiiT, KOTOPbIHA MPEA0CTaBNACT BO3SMOXKHOCTS JIOAAM
OCYLIECTBIATL OOlUeHne Mexay cobol B MHTEPHETE. Yaie BCero B HUX s
KaKIOTO YeOBeKa BbIENseTcs CBOs JIMYHAs CTPaHMYKa, HA KOTOPOH OH
yKa3plBaeT O cebe pasnuyHylo WHQOpMalMIO, HAYMHAS OT UMEHH, dhamMunuu “
3aKaHuMBas JTUYHbIMU (oTorpadusimu. MHOrne rojib30BaTe/iv HE NOHUMAIOT, HTO
undopMaLKs, pasMelleHHas UMK B COUMATBHBIX CETAX, MOXKET OBIThH HaiijleHa u
MCTIONB30BAHA KEM YrOJHO, B TOM 4YHCle He 00s3aTelbHO C Onarumu

HaMEPeHUAMH.




OCHOBHbI€E COBETHI N0 630MACHOCTH B COLHATILHBIX CETAX:

L. OrpaHu4b CIHCOK Jpy3eh. Y 1e6si B APY3bAX HE JOJKHO ObITH
cly4aiiHbIX ¥ HE3HAKOMBIX IO IeH;

2 Jaumimail  CBOK HacTHyl »kHu3Hb. He yKkas3biBall Tapoiu,
TeneoHbl, anpeca, Jary TBOEro pOXIACHHA H APYTYIO  JIHYHYIO
UHGOPMALMIO. 3I0YMBILLIEHHUKH MOTYT HCIOJB30BATE AAKE uHbopMalnio
0 TOM, KaK Thl ¥ TBOH POIMTENH TJIAHUPYETE NPOBECTH KAHUKYJIBL,

3. 3alilai CBOIO pelnyTaluio - JepXKu €€ B HUCTOTE U 3aaBai
cebe Borpoc: xoTen 6bl Thl, 4TOOBI APYTHE MOIL30BATENM BUACIH, YTO Tbl
sarpyxaews? [loaymai, npexjae 4eM HTO-TO onybIMKOBaTh, HanmucaTb H
3arpy3UTh;

4.  Ecam THl TOBOPMILL C JIIOJBMH, KOTOPBIX HE 3Haellb, HE
MCTIONB3YHM CBOE pealbHOE MMs M JAPYryro JHAHYIO uHbOpMaLIUK: UM,
MECTO JKHTENBCTBA, MECTO Yuelbl 1 nmpoyee;

5. UsGeraii pasmeuienns ¢ororpaduit B Vinrepnere, rae Thl
u3o0pa)keH Ha MEeCTHOCTH, IO KOTOPOW MOJXKHO OIpEeIeTuTh TBOE
MECTOIOJI0KEHUE]

6. [Tpu perucrpanuu B COLMAIbHOM CceTH  HeoOXOAMMO
HCHONB30BaTh CNOYKHbIE MAapoNH, cocTosumuMe W3 OyKkB M uudp U ¢
KOJIMYECTBOM 3HAKOB He MeHee &;

i Jlns counanbHOM CeTH, MOUThl M IPYruX caiToB HEOOXOMNMO
WCMOb30BaTh pasHble maposu.  Toraa  eciu Tebs  B3JOMAKOT, TO

3JI0YMBILLINIEHHUKH nonydar AoCTyTIl TOJIBKO K OJHOMY MECTY, & HE BO BCE

cpasy.

JjieKTPOHHbIE 1eHbIrH

DIeKTPOHHBIE JIEHBIU — ITO O4YEHb y106HBIM criocod muatexei, 0AHAKO
CyliecTByroT MOILEHHHKH, KOTOPbIE XOTAT MOJYYUTh 3TH JeHbI'M.

DNeKTPOHHBIE JIEHBIH MOSBAIMCH COBCEM HE/IABHO ¥ HMEHHO H3-33 3TOTO BO
MHOTHX I‘OCYIlapCTBaX JIO CHX TTOpP He nponncaﬂo Ipo HUX B 3aKOHax.

B Poccui ke OHN QyHKIMOHMPYIOT M O HUX YXKE NPONUCAHO B 3AKOHE, TAC
HX pa3feNIOT HA HECKONbKO BMIOB - AHOHHMHbIE M HE aHoHMMHbIe. Pasnuua B
TOM, YTO AHOHMMHBIE - 3TO T€, B KOTOPBIX pa3pelliaeTcsi MPOBOUTE ONEpalit oe3
uaeHTHQUKALMM ~ TONb30BaTeNs, a B HE  AHOHMMHBIX uaeHTHdUKanuu

[oJib30Barelisl ABIACTCA 00s3aTeNbHOM.




Taioke clelyeT pasjy4arh DJICKTPOHHLIC ¢marHble JIeHBIH  (paBHbI
rOCYapCTBEHHBIM BAJIOTAM) U 3JEKTPOHHBIC He(uaTHble JeHbrH (HE paBHbI
rocyIapCTBEHHBIM BAOTaM).

OcHoBHBIE cOBETHI M0 HezonacHoil padoTe ¢ JIEKTPOHHBIMH ACHBIAMH:

1. TlpuBsku Kk cueTy MOOHIbHBIH TeleoH. 1o cambiil y100HbIH
1 GBICTPBIN crOcOO BOCCTAHOBUTH JOCTYI K CHETY. [lpuBsizaHHbIH Tene(oH
[IOMOKET, eciy 3aby/elb CBOM M1aTeXHbIH NAPOIb UITH 3aiiiellb Ha CanT C
HEe3HAKOMOI'0 YCTPONCTBA,

2. Wcnons3yit omHopasopsle maponu. [locne nepexoza Ha
yCUJIEHHYIO aBTOpu3auuio tebe yxke He OyneT yrpoxkaThk OMacHOCTh Kpaxi
WIIM MepexBaTa IJIaTe)XHOro napois,

3 Beibepu coxkHbii napoib. lpecTynHuukam Oyzer He NpocTo
yragaTh CHOXHBIA naposp. HanexHsle napojiu — 3TO MNapoiH, KOTOPhIC
cojiepkaT He MeHee 8 3HaKOB M BKJIIOYAIOT B cebsi CTPOYHbIE U MPOIMUCHBIE
6yKBbI, HM(PLI X HECKOJBKO CHMBOJIOB, TaKME Kak 3HaK J10JU1apa, ¢yura,
BOCKNMLIATEIbHBIN 3HaK U T.1. Harmpumep, StROng!:;

4. He BBOAM CBOM JIMYHbIE JaHHbIC Ha calTax, KOTOPbIM HE

J0oBepsiellb.

DeKTPOHHAA NMOYTA

JNEeKTPOHHAs MOYTa — ITO TEXHOMOrUSA U NPEOCTABISEMBIC €0 yCIyTH 10
MepechlIKe M MOJTyYeHHIO EKTPOHHBIX COOOLIEHHH, KOTOPbIC PacHpeCIAIOTes B
komnbtoTepHoil  cetv. OOBIMHO JIEKTPOHHBIH MOYTOBBIH SIIUK BBIMJISAAUT
crelyloluM 00pa3om: ¥Ms_mosb30Baressi@ums_nomena. Takxke kpome nepenavu
MPOCTOro TEKCTA, UMEETCA BO3MOXKHOCTD NEpeaaBaTh (hainbl.

OcHOBHBIE COBETHI 110 Oe30macHoil padoTe ¢ 31eKTPOHHOI MOYTOH:

1. Hazo BeIGpaTh MpaBHibHBEIA MOUYTOBbIH cepsuc. B MutepHere
ecTh OrpPOMHBIN BbIGOP GecrIaTHbIX MOYTOBBIX CEPBUCOB, OHAKO JIYHILC
JOBEPSTH TeM, KOTO 3Haelllb ¥ KTO NepBblii B peHTHHIE;

2. He ykaspiBaii B JIMYHOM ModTe JHYHYIO uH(opMaLHIo.
Hanpumep, Tydiie BbiOpaTh «My3bIKaabHbIH_(aHaT(@» HIH «pok2013»
BMecCTO «remal3»;

3.  HWcnons3yil ABYXSTalHYlO aBTOPH3aLHIO. Jto Korjaa NnoMHMO

rMapoJis Hy’KHO BBOAMTb KO, npuckiaeMsiit mo SMS;




4. BriGepu cnoxHbiil naposb. s KaXA0ro rnovyToBOro suiMka
J0JKeH OBITh CBOM HaJe)KHbIM, YCTONYUBbBIA K B3/IOMY Mapoib;

3 Ecau ecTb BO3MOXHOCTh HAlUCcaTb CaMOMY CBOW JIMYHbIH
BOIIPOC, UCIOJIb3YH 3TY BO3MOXKHOCTB;

6. Wcrnonp3yli HECKOJBKO MOYTOBBIX SIUMKOB. [lepBbid st
YacTHOM TepenucKku C aapecaTaMu, KOTOPbIM Thl /0Bepsiellb. ITO
NEeKTPOHHBIN a/ipec He HaJZ0 MCIIONb30BaTh NMPH PErucTpauuy Ha Gopymax
¥ calTax;

T He otkpbiBaii (ailnibl ¥ Apyrue BIOXKEHMS B IIMCbMax Jaxe
ec/Id OHM NPHILILIH OT TBOUX Apy3eil. JIydiue yTOUHH Y HUX, OTNPABISIN JIH
oHu Tebe 3TH (aiisbl;

8. [Tocne oxoH4YaHHsi paboOTbl Ha [MOYTOBOM CepBUCE Iepell

3aKphITHEM BKJIA[KK C caiitoM He 3a0yb HaKaTh Ha «BeIATHY.

Ku0OepOVy/JIHHI HJH BUPTYAJIbHOE H3/1€BaATEJIbCTBO

KnbepOyniuHr —  mpeciefioBaHHe — COODOIIEHMAMM,  COACpKALUMMH
ockopbuienus, arpeccuto, 3aryruBaHue; XyJIUIaHCTBO; coluabHOe
BOMKOTHPOBAHUE C MOMOLLBIO Pa3IHYHBIX HHTEPHET-CEPBUCOB.

OcHoBHbIe coBeTbI M0 6opbbe ¢ KubepOyIIHHTOM:

1. He 6pocaiics B 6oit. JIyuiuuii crocod: nocoBeToBaThes KaK ceds

BECTH M, €ecJIM HeT TOro, K KOMY MOKHO 0OpaTuThCs, TO BHauaje

YCIIOKOUTbCA. Eciaum  Thl HadHellb OTBEYaTb OCKOPOJCHMsAMH  HA

OCKOpOJIEHHUS, TO TOJBKO elle OOoNbIIe Pa30XkIKellb KOHDIIUKT;

2. Ynpasnsii cBoei kubeppenyTauuei;
3 AHOHMMHOCTE B ceTu MHHMMas. CyliecTBylOT —CIIOCOObI

BbISCHUTB, KTO CTOWUT 38 aHOHWMHBIM aKKayHTOM;

4. He cTOMT BecTM XyJMraHckui obpa3 BHUPTYaJlbHOW KHU3HH.

WUntepHeT DUKCHPYET Bce TBOM JEHCTBHS M COXpaHSET MX. YIalmuTh HX

OyaeT KpaiHe 3aTpyAHUTEJIBHO,

5: Beau cebs BEXIIUBO;
6. HUrnopupy# €IMHAYHbBIH HeraTHs. OpnHopa3zoBbie
ockopOuTenbHbIE COODILEHMs Jiydllle WIHOPHPOBATh. OObI4HO arpeccus

rpeKpauaeTcs Ha Ha4albHOH CTalnH;




7. ban arpeccopa. B mporpammax oOmeHa MIHOBEHHBIMH
COOBILIEHUAMM, B COLMAIbHBIX CETAX €CTh BO3MOXHOCTH OJIOKMPOBKH
OTIPaBKH COOOILEHHH ¢ Onpe/ie/ieHHbIX alpecoB;

8. Eciu Tbl cBuuerens KuOepOyminnra. Tsonm  pedcCTBUsA!
BBICTYMHTh TIPOTHB [pecie/ioBaTelis, MOKa3aTh €My, 4TO ero JeHcTBUs
OLIEHMBAIOTCS  HEraTMBHO, [OJAJEp)KaTb JKEPTBY, KOTOPOH  HYy¥)KHA
[ICHXOJIOTHYECKasl MOMOLb, COOOIIUTE B3POCHLIM O (hakTe arpecCMBHOrO

[MOBEAEHUS B CCTH.

Mob6uabHbIH TejedoH

CoBpeMeHHbIe cMapT(QOHBI U IUIAHIIEThl CONEpIKaT B ceGe BIOIHE B3POC/IbIH
(QyYHKUMOHAT, W Terepb OHH MOTYT KOHKYPHPOBaTk CO CTalHOHAPHBIMH
komnbioTepamu. ONHAKO, CPEICTB 3alUUThI JUIS [I0A00HBIX YCTPOHCTB MOKa 04CHb
mano. TecTupoBaHWe W TMOHCK YA3BUMOCTEH B HUX [IPOMCXOJMUT HE TaK
MHTeHCHBHO, Kak juist [TK, To ke camoe kacaeTcsi i MOOUIIbHBIX TIPUIIOKCHHH.

CospemenHble  MOOWIbHBIE Opaysepbl yKe [MpPaKTM4ECKH  JIOTHAIM
HACTONLHBIE AHAJONM, OJIHAKO pacuiipeHue (yHKLHMOHaNa BiIedeT 3a coboil
OOJIBILIYIO CIO’KHOCTE U MEHBIIIYIO 3aLIULIEHHOCTb.

Jlaneko He Bce IPOM3BOAMTENIM BBIMYCKAIOT OOHOBJICHHs, 3aKpbIBAIOLIME
KPUTHUYECKHE YSI3BUMOCTH JUIsi CBOMX YCTPOHCTB.

OCHOBHbBIE COBETHI /A 6€e30NacHOCTH MOOHIBLHOrO TejiedoHa:

1.  Byxas ocTopoykeH, Belb Korxaa Tebe mpenaraior OecriaTHbIA

KOHTEHT, B HEM MOTYT OBITb CKPBITBbI KAKHE-TO [LIaTHbIC YCITYTH;

2. Jlymaii, nipexcae 4em OTIPaBUTh SMS, ¢oto unu Buaeo. Trl

TOYHO 3HAELlb, IJIe OHU OYIyT B KOHEUHOM HTOre?

3. Heobxomumo OQHOBISITH OMEPALMOHHYIO CHCTEMY TBOEro
cMapTdoHa;

4. Mcrnonb3yil  aHTUBMpYCHBIE —[POrpamMmbl Ul MOOMIIBHBIX
TelneOHOB;

3. He 3arpyxail IpHI0KEHHS OT HEM3BECTHOI'O MCTOYHHKA, BElb

OHHM MOTYT COJIEPYXKaTh BPeJIOHOCHOE MPOrpaMMHOe 00ece eHHE;

6. Ilocie TOro Kak Thl BBIAAENIbL C caiTa, rjie BBOAWI JIMYHYIO
uHMOPMAIKIO, 32l B HACTPOIiKK Opay3epa 1 ylaiu cookies;

H [lepuoanueckn npoBsepsi KaKkue nJjaTHble yCIyTru

AKTMBUPOBAHBI HA TBOEM HOMEPE;




8. HaBait cBoil HOMep MOOUJIBHOrO TejepoHA TONBLKO JIHOJSM,
KOTOPbIX Thl 3Ha€lllb U KOMY JOBEPSIELIb;
9. Bluetooth ponken OBITH BBIKJIIOYEH, KOrjga Thl MM HE

nosibsyeubcs. He 3a0biBaii HHOT A MPOBEPSITH 3TO.

DUUIMHT HJIH KPaka JIHYHbIX IaHHbIX

['naBHas wuenbp ¢uiUMHr - Buaa VHTepHET-MOLLIEHHUYECTBA, COCTOUT B
MOJIy4eHHH KOH(QHAECHUHMAIBHBIX JaHHBIX [0/Jb30BaTE/E€d — JOTMHOB M MapoJieH.
Ha aurnuiickom si3eike phishing uuraercs xak ¢umusr (ot fishing — peibHas
noB1s, password — napous).

OcHoBHbIE cOBeThI N0 6opsbe ¢ GHIHHTOM:

L. Cnenu 3a cBouM akkayHTOM. Eciiy Thl mogo3pesaelilb, 4TO TBOSA
aHkeTa Obla B3jOMaHa, TO HEOOXOAUMO 3a0OKMPOBATh €€ U COOOLLUMTH
aIMUHHUCTparopam pecypca 00 3TOM Kak MOKHO CKopee;

2. MHcnonw3yit Ge3omnacHble BeG-CalfThl, B TOM YHCI€, WHTEPHET-
MarasuHOB M TMOHCKOBBLIX CHCTEM;

3. Hcnonap3yit cj0XkHbIe W pasHble napoiu. Takum obpasoM, eciu
TeOsl B3/IOMAIOT, TO 3JIOYMBILIIEHHUKH [10Jy4aT JOCTYN TOJLKO K OAHOMY
TBOEMY NMPOQHUIIIO B CETH, & HE KO BCEM;

4,  Ecam 1ebs B3nOManu, TO HEOOXOAMMO MNpeayNpeaunTh BCeX
CBOMX 3HAKOMBIX, KOTOpbIe J00GaBleHbl y Te0si B APY3bsAX, O TOM, 4HTO TeOs
B3JIOMaJIM M, BO3MOXHO, OT TBOEro MMeHH OyjleT pacchlIaThCs CraM W

CChUIKU Ha (YULIMHIOBbIE CANWTBI;

5. Yeranosu HanexHsii napoib (PIN) Ha MoGuIbHBIH TenedoH;
6. Otkiiroun coxpaHeHue naposis B Opaysepe;
s He oTxpeiBaii ¢aiinibl ¥ jJpyrue BiOKeHHs B THCbMax maxe

ecJIM OHM NPHIIIKM OT TBOMX Apy3eid. Jlydllie yTOUHM y HUX, OTIIPABJISAIH JIH

oHHU Tebe 3TU (paiibl.




